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ALICE VOBox Support Service Level Agreement at NDGF-T1

Introduction

This document defines the Service Level Agreement for operating ALICE VO boxes (VOBox) at NDGF-T1. It uses the definitions and recommendations set by the “LCG VO Box Operations Recommendations and Questionnaire”
 and “VO Box Security Recommendations and Questionnaire”
 documents, and complements them with ALICE and NDGF specific details. 

The term “ALICE VOBox” refers to a set of services defined jointly by the ALICE VO and NDGF-T1 as necessary to be deployed at a Grid site in order to support computational and data processing activities by ALICE VO members. Such services are understood to be complementary to those of the Grid middleware otherwise deployed by a site. A VOBox as a set of services may or may not be concentrated in a single physical unit. The composition and nature of the set itself is subject to changes as ALICE software and Grid middleware evolve.

Any other specific issue not addresses in this document must be discussed with NDGF management.

The present document may be reviewed upon request of one of the parties.

Operational agreements

ALICE VO maintainer:

Name: Federico Carminati

Email address: Federico.Carminati@cern.ch

Phone number(s): +41227674959, +41764874843

NDGF ALICE VOBox maintainer:

Name: Anders Rhod Gregersen

Email address: arg@ndgf.org

Phone number(s): +4531627817

VOBox hardware characteristics

VOBox hardware characteristics 
NDGF

· Dual socket/Dual core Xeon(R) CPU            5130  @ 2.00GHz

· 32 GiB RAM

Jyvaskylla

· Dual socket/Dual core AMD Opteron(tm) Processor 275 @ 1800MHz

· 4 GiB RAM

CSC

· Dual socket AMD Opteron(tm) Processor 248 @ 2200MHz

· 4 GiB RAM

UiB

· Dual socket/Dual core AMD Opteron(tm) Processor 2218 @ 2600MHz

· 8 GiB RAM

UiO

· Quad core Intel(R) Xeon(TM) CPU 3.40GHz

· 4 GiB RAM

NSC

· Intel(R) Xeon(R) CPU           E5420  @ 2.50GHz (dual core)

· 2 GiB

LUNARC

· Intel(R) Xeon(TM) CPU 3.20GHz (dual core)

· 2 GiB

DCSC/KU

· Intel(R) Pentium(R) 4 CPU 3.20GHz (dual core)

· 2 GiB RAM

Aalborg

· Intel(R) Pentium(R) 4 CPU 2.80GHz (dual core)

· 2 GiB RAM



Operating system 
NDGF:        Ubuntu 6.06.2 LTS

Jyvaskylla:  Scientific Linux SL release 4.4

CSC:            Scientific Linux SL release 4.4

UiB:             CentOS Enterprise AS release 4

UiO:             RHELWS release 4

NSC:            CentOS release 5.2 

LUNARC:   CentOS release 5.2

DCSC/KU:  CentOS release 4.4

Aalborg:      Ubuntu 8.04



VO services certification procedure
Before the ALICE production begins, all the services that are installed in the VOBOXes are fully tested in the “development site” in Torino. The full LCG configuration of the site, containing as well a LCG VOBOX for ALICE use only, allows checking the status of the software before releasing it and installing it in the rest of the sites. Several checks and tests are performed at CERN as well before the ALICE software deployment.

Co-location of the VOBox with other services
A dedicated VOBOX is required to all sites. A co-location can be considered if the agents/services of the VOs do not interfere with each other.

Sharing VOBox between different sites 
The ALICE VOBOX cannot be shared among different sites, since ALICE accesses the shared software area from the VOBOX and this is not typically available over WAN. Moreover ALICE collects aggregated output of several services that are running in each site. For these reasons a dedicated VOBOX in each site is mandatory for the ALICE production.

NDGF has a central VO that does the translation of logical to physical file names.

Special VOBox deployment requirements
Several ALICE services (necessary to run the jobs) need inbound connectivity. ALICE also requires that the software area is visible on the WNs (for example it is NFS mounted) and accessible from the VOBOX. Connectivity details are listed in the next section.

Monitoring of VOBox services and failure response actions
NDGF provides monitoring via NAGIOS. No emergency actions are required in case of problems: notification of the VO responsible via email is sufficient.

VOBox recovery procedures after a complete loss
A reinstallation of a vanilla VOBOX for ALICE is performed.

Time for restoring production services 
One working day (on average)

The impact of the failure of a VOBox
In case of network problems, the ALICE production will be stopped at the site. If the WNs have no outbound connectivity, new jobs will not arrive to the site and those that are already running will fail. If the WNs have outbound connectivity, no new jobs will be launched at the site, however the already running jobs will complete.

Problem reporting by the VO
In case of problems, the NDGF ALICE VOBox maintainer should be notified.

Announcement of service interventions
Via email to the alice-lcg-task-force list (alice-lcg-task-force@cern.ch)

Steps required before or after the service outage
Full backup of the service before and after the service outage

Routine maintenance procedures
All NDGF VO boxes are updated when requested on the alice-lcg-task-force list.

Security agreements

 

Name and contact details of the VO security responsible

Name: Anders Rhod Gregersen

Email address: arg@ndgf.org

Phone number(s): +4531627817

 

We, the VO maintainer and the VO security responsible, take responsibility for all services running on the VO box running under the VO’s system credentials, and for all actions, events and incidents resulting directly or indirectly from the programmes running on the VO Box  under the VO’s user or group system identity.

Network and Services Table

Service
Protocol and ports
Targets (choose):

· specific range

· local site

· WNs only
Description
Logging location(s)

Storage element
8082/tcp
security: plain-text
Inbound from world
Access to files stored at NDGF

(only on NDGF VObox)
VO_SW_DIR/log/SE.log

File Transfer Daemon
8083/tcp

security: plain-text
Inbound from world
Transfers to and from NDGF

(only on NDGF VObox)
VO_SW_DIR/log/FTD.log

Cluster monitor
8084/tcp
security: plain-text
Inbound from 137.138.0.0/16 and 192.16.186.192/26
Cluster access point

(all but NDGF vobox)
$VO_SW_DIR/log/ClusterMonitor.log

Package manager
9991/tcp

security: plain-text
Inbound from 137.138.0.0/16 and 192.16.186.192/26
Package manager access point

(all but NDGF vobox)
VO_SW_DIR/log/packman.log

MonALISA
9000/tcp

security: plain-text
Inbound from 137.138.0.0/16 and 192.16.186.192/26
Monitor access point
VO_SW_DIR/log/MonaLisa/ML0.log



Information Monitoring and Publication

The following service are being monitored (and stored for publication) via Nagios:

· SSH service availability

· RAID system on server operational

· MonALISA service availability

· Storage Element service availability

· Transfer monitoring

�	https://edms.cern.ch/document/655277


�	https://edms.cern.ch/document/639856
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